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AI is already being used in vehicle infotainment systems such as car navigation. 

Recently, one of the most frequently encountered uses of AI in vehicles is in 

driver support (ADAS) and automated driving systems (ADS). This article 

explores the use of different forms of artificial intelligence (AI) in cyber-physical 

systems, in particular automotive systems, the potential safety and security risks 

posed by AI and how these risks are being addressed through emerging regula-

tions, standards and technical solutions. We examine the functional safety impli-

cations of AI-based systems and how this is being addressed by the newly 

published ISO/PAS 8800. We also provide an overview of typical cybersecurity 

threat scenarios and attack methods that affect AI-based systems and how those 

can be mitigated. Finally, we review some of the opportunities that AI can offer 

for improving functional safety and cybersecurity.

Introduction and Background

Artificial intelligence (AI) is emerging as a key new tech-
nology in modern engineering, with applications in many 
industry sectors, including in cyber-physical systems such 
as vehicles.

The benefits of AI come from the unique way it operates. 
For example, instead of using fixed algorithms based on 
physics or classical statistics, machine learning uses vast 
sets of training data to teach an algorithm to identify pat-
terns or specific objects. Once trained, machine learning 
algorithms can spot these patterns with greater speed and 
accuracy compared to traditional techniques, whether the 
task is interpreting human speech for voice control 

applications or predicting the path of an oncoming vehicle. 
Compared to traditional software decision-making, AI 
can accomplish tasks that would otherwise be impractica-
ble with the time or computing power available.

Along with the significant opportunities presented by AI, 
there are a number of risks, including risks to safety and 
risks of intentional attacks. The complexity of AI-based 
systems means that there are many different variables to 
consider, increasing the potential for failures or 
vulnerabilities.
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Applications for AI systems in vehicles range from the 
use of machine learning for object detection in automated 
driving systems through to battery life predictions in 
electric vehicles. Even infotainment systems are starting 
to adopt generative AI technology.

One of the most frequently encountered uses of AI in vehi-
cles is in driver support (ADAS) and automated driving 
systems (ADS). AI is seen as attractive since it enables 
mimicking of human behaviour and human decision 
making rather than following a rigid set of rules as would 
be found in a system based on algorithmic decision making. 
AI is therefore frequently used to interpret sensor data and 
make decisions based on the perceived traffic environment.

However there are many potential uses of AI beyond 
ADAS and ADS. One particular example is in battery 
management systems, where AI can be used to help 
implement more accurate predictions of battery life both 
in terms of improving the energy efficiency of individual 
journeys, but also managing the through-life efficiency 
and longevity of the energy storage system.

Safety and security risks for AI-based 
systems

Safety risks
The historical position on the use of AI-based systems in 
safety contexts has been “to not do”. This is due to the 
non-deterministic behaviour of such systems and the 
closed box nature of their implementation.

By “non-deterministic” we mean that the output is not 
fully predictable based on a given set of input conditions; 

the same set of input data might give different results on 
different occasions. For example as a result of updated 
learning data the system might behave differently on a 
subsequent occasion.

By “closed box” we mean that the implementation of AI 
based systems (particularly around learned behaviour) is 
not amenable to detailed analysis. In traditional functional 
safety methods a software-based system would be 
designed at successive levels until so-called “software 
units” are identified which can be subject to standalone 
and detailed analysis and testing. Examples of this in tra-
ditional systems would be a function (or small number of 
functions) in a language such as “C” that contains a rela-
tively small number of lines of source code.

From a safety perspective the ultimate goal is to demon-
strate “assurance” in a system – that it operates correctly 
in its given operational context and does not present an 
unreasonable level of risk to people exposed to its behav-
iour. Traditional methods need adapting for the complexi-
ties and uncertainties associated with AI-based systems 
so that their benefits can be delivered while managing the 
additional risks associated with them.

Security risks
AI, and in particular machine learning, introduces a 
number of security-related risks, with various attack meth-
ods threatening different parts of the machine learning 
implementation. Different types of AI threat and examples 
of attacks that can realise those threats are shown in Figure 1, 
which extends the classes of threat defined by the Linux®*1 
Foundation “Adversarial Robustness Toolbox” project[1].

Due to the learning aspect of Machine Learning systems, 
attackers could manipulate the behaviour of the system by 

Figure 1   Classes of threat based on the Linux®*1 Foundation “Adversarial Robustness Toolbox”.

*1 Registered trademark or trademark of Linus Torvalds in Japan and other countries.
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targeting the training data without needing access to the 
algorithm itself. These systems are only as reliable as the 
training data used for the learning process, so removing 
data or inserting false information into the training data 
(known as data poisoning) could have a significant impact 
on the correct behaviour of the algorithm. Research 
experiments have demonstrated that so-called backdoor 
poisoning methods could use specific patterns or inputs to 
bypass normal detection methods[2] . Recent research has 
demonstrated the practicality of such attacks in the physi-
cal world, specifically targeting lane detection systems[3], 
as illustrated in Figure 2. Experiments have shown these 
attacks to be effective and robust against various defence 
solutions, posing significant risks to the security and 
safety of vehicles and passengers.

With varying degrees driver assistance now seen on many 
new vehicles, attackers no longer need direct access to a 
vehicle to influence its operation. Various methods of 
‘spoofing’ to intentionally mislead the vehicle’s sensors 
have been demonstrated by researchers, including the 
class of attacks known as adversarial examples: an exam-
ple being small stickers placed on road signs by an 
attacker (as shown in the image below from research by 

Eykolt et al)[4] which change the way the sign is inter-
preted by image recognition systems but would be ignored 
by the human eye(Figure 3).

The value attached to novel and proprietary AI algorithms 
could make them a particularly lucrative target for intel-
lectual property theft. If a third party can access the AI 
system – either through a vehicle or by other means, such 
as an IT system – then they could potentially extract 
details of the model or its parameters[5] and use the infor-
mation to either clone or manipulate the behaviour of the 
target system.

Table 1   Automotive applicability of machine learning attacks.

Application area AI-based function Possible attack

Advanced driver assistance systems 
(ADAS)

Traffic sign recognition Adversarial examples

Automated driving systems Object detection and classification
Adversarial examples, Training data 
poisoning

EV battery management
Predicting battery health and 
parameters over lifetime

Training data poisoning, Model 
extraction

Smart cockpit / user experience
Generative AI infotainment functions, 
voice assistant

Personal information inference

Figure 2   Example of backdoor poisoning attacks (Source: [3])

Figure 3   �Example of adversarial examples attack (Source: [4])
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The applicability of some of these types of attack on auto-
motive Machine Learning systems is summarized in 
Table 1.

A major challenge is that securing any system is an 
uneven contest between attackers and defenders. Vehicle 
manufacturers have a finite amount of time and resources 
available to identify, analyze and resolve security issues 
before a new vehicle is signed off for production. In con-
trast, attackers have unbounded opportunity to attack the 
vehicle throughout its operational lifetime, and they only 
need to be successful once to cause major damage. It 
should also be noted that AI techniques may also be har-
nessed by attackers to increase their advantage and adapt 
to evolving cybersecurity controls.

Emerging regulations and standards

General AI regulations and standards
General-purpose AI regulatory frameworks are now 
emerging, such as the EU AI Act and the US National 
Artificial Intelligence Initiative Act. For specific industry 
verticals, such as automotive, it is possible that future 
requirements for approval of AI-based systems in vehicles 
may be added to existing automotive-specific type 
approval processes. Alternatively, it may be left to the 
industry to follow the general-purpose frameworks.

In addition, a major standardization activity is underway 
in ISO/IEC to develop a range of AI-related international 
standards. This activity is mainly under the ISO/IEC/JTC 
1/SC 42 sub-committee, although other ISO/IEC commit-
tees and the European standards bodies CEN/CENELEC 
are also developing AI standards. These standards cover a 
wide range of aspects related to AI, from defining gover-
nance frameworks, to specific aspects such as ethical con-
siderations. Two examples of these general AI standards 
that are also important for the safety and security of AI 
are:

 • �ISO/IEC 42001 AI Management Systems – establishes 
a framework for managing the lifecycle of AI systems, 
ensuring their ethical, reliable, and secure deployment 
across industries, including automotive. This standard 
emphasizes governance and leadership commitment, 
robust risk management, compliance with legal and 
ethical standards, and stringent data management 
practices. It outlines best practices for the design, 
development, deployment, and continuous improve-
ment of AI systems, promoting transparency, account-
ability, and stakeholder engagement.

 • �ISO/IEC 22989 AI concepts and terminology – pro-
vides definitions of key concepts and terminology 

related to artificial intelligence. This standard aims to 
establish a common language for discussing AI across 
various domains and industries, promoting clarity and 
consistency in communication. By establishing a clear 
and consistent vocabulary, ISO/IEC 22989 facilitates 
better communication, a shared understanding of AI 
technologies, models, and processes, and collabora-
tion among automotive manufacturers, technology 
developers, regulators, and other stakeholders.

AI security regulations and standards
Standards specifically regarding the interaction between 
AI and cybersecurity are currently under development, 
including a CEN/CENELEC standard on “Cybersecurity 
specifications of AI systems” and ISO/IEC 27090 
“Cybersecurity — Artificial Intelligence — Guidance for 
addressing security threats to artificial intelligence sys-
tems”, which is being developed by ISO/IEC/JTC 1/SC 
27. At the current time, these standards are in the early 
stages of development.

Regarding vehicle specific AI security regulation, with 
the introduction of UN Regulation 155, cybersecurity is 
already part of the Vehicle Type Approval process in mar-
kets such as the EU, Japan and South Korea. There are 
currently discussions in the UNECE WP.29, which devel-
ops vehicle type approval regulations, about possible 
future regulation of AI-based systems in vehicles, 
although at the current time the content and timing of any 
future regulation is unclear.

AI safety standards
As noted previously, the view on use of AI in safety-
related systems is moving from “do not” to “how can 
we?” There is extensive work taking place to develop a 
framework of standards for AI. As well as the more gen-
eral framework described above, the following should be 
noted with particular reference for safety:

 • �ISO/IEC TR 5469[6] – this was an initial document 
prepared in the context of the generic functional 
safety standard IEC 61508 to provide preliminary 
information on some of the methods and processes 
available to incorporate AI elements in safety-related 
systems,

 • �ISO/PAS 8800[7] – this builds on ISO/IEC TR 5469 
and specifically addresses the use of AI elements 
within automotive systems. It has a particular focus 
on the risk associated with undesired safety-related 
behaviour at a vehicle level due to output insufficien-
cies, systematic errors and random hardware errors of 
AI elements. This document also assumes application 
in the context of ISO 26262[8] – it supplements it rather 
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than replaces it. Therefore a safety-related system 
should be developed according to ISO 26262. The 
functional safety design would create an architecture 
for the system and allocate safety requirements to its 
elements – if those elements are implemented using 
AI then ISO/PAS 8800 would then be applied. There 
are many important aspects of ISO/PAS 8800 but a 
significant one is the use of AI properties to help 
define an assurance claim that use of an AI element 
achieves absence of unreasonable risk.

 • �ISO/IEC TS 22440 – currently under preparation, this 
will build on ISO/IEC TR 5469 and incorporate con-
cepts from ISO/PAS 8800 as industries move towards 
a “state of the art” on how to use AI within safety-
related systems.

Opportunities for AI to improve safety and 
security

AI provides opportunities to address the asymmetry 
between attackers and defenders. Technologies such as 
machine learning are well-suited to identifying anoma-
lous behaviour that may be the first warning signs that a 
system has been tampered with. The ability to efficiently 
process huge datasets also makes machine learning a 
powerful tool for monitoring the diverse and unstructured 
corpus of published information about new threats, 
attacks and vulnerabilities. For example, techniques like 
natural language processing can be used to extract intelli-
gence from unstructured, text-based information, filter 
out irrelevant content and highlight the potential threats. 
This provides cybersecurity analysts and engineers with 
actionable information to support decision making during 
engineering, vulnerability management and incident 
response activities.

Conclusion and outlook

In this article we have introduced different applications of 
AI in automotive cyber-physical systems, including driver 
assistance systems, automated driving and electric vehicle 
battery management. We explored the safety risks due to 
the “non-deterministic” and “closed box” nature of 
AI-based systems and the need for traditional methods of 
providing assurance to be adapted to address these addi-
tional risks. We have similarly outlined security risks of 
AI-based systems, including poisoning attacks, adversar-
ial examples and model extraction. Finally, we have intro-
duced some key regulations and standards applicable to 
AI-based cyber-physical systems, including those cover-
ing AI in general, as well as standards specifically 
addressing the safety and security of AI.

Whatever shape future regulations may take, AI will have 
a major role to play in the automotive industry and in 
other industry sectors developing and deploying cyber-
physical systems. Organisations and individuals will need 
to be mindful of the potential risks introduced by 
AI-based systems, and the new methods required to pro-
vide assurance that the risks are appropriately managed. 
However, with sufficient assurance, AI can open up a 
whole range of exciting new possibilities to enhance the 
capabilities of future cyber-physical systems.

HORIBA MIRA is at the forefront of the development of 
methods safety and security assurance, including initia-
tives to extend these methods to AI-based systems as 
described in this article. This expertise helps us provide 
consulting, test and assurance solutions to automotive and 
other customers, as well as helping to assure future 
HORIBA products incorporating AI-based systems.

* Editorial note: This content is based on HORIBA’s 
investigation at the year of publication unless otherwise 
stated.
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